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l. GENERAL
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1.0 Purpose and Objective

1.

This Service Level Agreement (SLA) has been jointly created by Department of
Communify Health and the Department of Information Technoiogy ([T} to detail the
conditions and expectations of our two organizations regarding the dclivery of
information technology services.

We believe this SLA will help us express our expectations of each other, manago our
respective workloads, communicate more effectively and quickly resolve any service
problems that may arise. This document can be viewed as a building block that will
contribute to a long-term relationship. Accordingly, no changes will be made 1o this
document without the agreement of both organizations. This document will remain in
effect until explicitly replaced or terminated.

20 Scope

DIT will provide the following services at all Department of Community Health locations. These
services include application development and maintenance, helpdesk services, voice, deskiop
and field services, computing services, data and network connectivity services, disasier
recovery and business resumpticn services, information technelogy and consuiting services, I'T
procurement and IT contract management. The following services are not provided by DIT and
therefore are not part of this agreement; Insert appropriate items

3.0 Roles and Responsibilities

1.

CIT shall:

a. Be responsible for providing the resources and skills to deliver the agreed-lo
services identified in the S5LLA. Reference Section 1, D, 4.0

b.  Participate in the methodology for pricing and the process for collecting fees and
payments.

c.  Organize, faciltate and attend meetings in order to meet service objectives and
business demands.

d. Commit to teamwork and conflict resclution.
e. Ensure the needs and concems of DIT and the Agency are represented. (O

continually meets with the Depariment's SLA manager on a bi weckly basis and
monthly with the MIS Steenng Committee.

Department of Community Health shall:
a.  Assign an individuat as the Department SLA Manager. Reference Section |, D, 4.0

4
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b. Commit to teamwork and conflict resolution.

c. Communicate all issues and problems to DIT 1O following the problem
management and escalation procedures outlined in this document. Reference
Section |, E, 5.0

d.  Communicale with DIT to ensure that DIT is adequately informed about
Departrment of Community Health needs, requirements and busingss directions.
The Agency must communicate with DIT immediately if there are changes in
program direction. New initiatives must be communicated to DIT so that adequate
preparation and procurement time is available to implement new or enhanced
services.

e. Inciude appropnate DIT Informaticn Officer {IO} in |T strategic planning activities.

Department of Community Health Ownership of Department of Community Health Data

Department of Community Health Data is and will remain the property of the Departrment
of Community Health . The DIT in delivering information technology services is acting as
the custodian of Depariment of Community Health data. The data owner, i.e. Department
of Community Health is responsible for communicating data requirements to the DIT,
e.g. access rights, ctilicality, eic. The DIT will establish and maintain environmental,
safety and fadlity procedures, data security procedures and other safeguards against the
destruction, loss, or alteralion of Department of Community Health Data in the
possession of the DIT which are no less rigorous than those maintained by the DIT for its
own information of a similar nature.
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Responsibility for Application and General Controls

a. Application Controls apply to individual computer application systems and may
include such controls as data ongin, input controls, processing contrels, output
controls, application access controls, application interfaces, audit trail controls, and
application documentation. Application Controls consist of mechanisms in place
over each separate application (computer system} that helps to ensure authorized
data is processed completely, accurately, and reliably. Department of Commuinity
Heaith is and will remain responsible for ensuring application controls are in ptace
and functioning property within their organization.

b.  General controls provide the business and | T functions with a set of encompassing
controls that are shared by several agencies/departments or information system
functional units, or support underying functions that ong or mare applications rely
on. General controls commonly include controls over data center operations,
systemn software {not application software), acquisition and maintenance, physical
security, 05 {Operating Systern) level security, application systems development
maintenance, and overall IT Department administration. These controls apply to all
sysiems, e.g. mainframe, minicomputer, and end-user computing envionments.
DIT is and will remain responsible for genaral controls.

Security

Department of Community Health and Department of Community Health personngt are
responsible for complying with DIT [T security policies.

Contact Information:

The Information Officer will be the primary representative from DIT managing and
ensuring service delivery as identified in the SLA.

Susan Doby, 517/373-6760, 235 S. Grand Ave, GTB, Lansing. Ml 48309,
dobys@michgan.gov

Michaei Ezzo has been identified as the Department's SLA Manager and will be the
pnmary representative for Department of Community Health

Customer Service Center  {phone 241-8700 or 1-8009068-2644, email
ditservice@michigan.gov)

The DIT Customer Service Center is available 7:30 am —~ 500 PM Monday through
Friday. This Customer Service Center is the pecint of contact for Deparment of
Community Health service requests and problems.

SLA Problem Management and Escalation

It is anticipated that the services provided by DIT will be acceptable to the Depatment. In the
event that the Department is dissatisfied with the services provided, the Depariment SLAE
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manager should contact the DIT 10. The IC wili resolve the issue to the Department's
satisfaction. If a mutual resolution can not be reached, the issue will be elevated to the Director
of the Department of Information Technology.

6.0

SLA Document Change Process

Changes to this agreement may be negotiated based on changing business or service needs
or significant variances from service commitments. Requests can be submiited to the 10 or the
Department's SLA Manager, and they will negotiate the changes. The changes must be
agreed to by the Girectors, or their designees, of both organizations.

0

1.

8.0

Maintenance and Distribution of the Agreement

The 10 is responsible for maintaining this Agreement and ensuring that changes have
been incorporated when appropriate prior o distributions of new versions.

Distribution of copies within the Department of Community Health organization is the
responsibility of the Department SLA Manager.

Billing and Invaicing

The DIT services charges will be based on actual costs, which are deemed fully
allowable and appropriately assigned or allocated to respective DIT services as required
by OMB Circular A-87. DIT is in a transition period. As a service provider to State of
Michigan agencies, the ultimate direction is to move to a fully rated cost recovery model.
Noted below are cost treatments and charge-back methodologies for DIT services for FY
2004.

Invoices must be paid within 30 days of receipt. If an item is disputed the remaining
invoice amount must be paid in full within 30 days of receipt. Department of Community
Health must notify Corey Sparks of disputed items within 10 days of receipt of invoice.

DIT Cost & Cost Recovery Treatments FY 2004

a. Direct Charges: The Department of Community Health will be charged for costs
directly associated with the delivery of IT services. Examples include: direct agency
assigned staff and agency specific IT progurement. In some instances there are
staff who are working for multiple agencies in a non-rated service. Program
managers will provide work distributions based on time reporting data for staff in
these roles. Staffing costs will be charged to the Department of Community Health
based on distribution percentages. DIT will continue to maintain time statistics.
Time statistics will be distributed to each Agency on a manthly basis, or as agrecd
upan by the Agency and DIT.

b.  Program Administration (PA): Program Administration {which includes divisional,
sectional and team administration) expenditures are costs incurred by program
management in the delivery of IT services. An example of such cost is the Director
of Agency Services. Costs incurred by the Director of Agency Services will be
allocated to the Department of Community Health as a function of Agency?
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Services' direct salanies charged by Agency. PA will be allocated to the first-line
staff through step-down allecations based on salary dollars.

Rated Services: The Depariment of Community Health wil! continue to be charged
for rated services such as Telecommunication data and voice networks, Data
Center Services, Project Management and Center for Geographic Information
Services, etc. Rated services are charged based on usage for the specific service
per published rate schedules.

Desktop Services: Deskiop Services costs will ultimately be recovered through a
rated structure. Initially, however deskiop costs will be allocated to the Department
of Community Health based on relative percentage of desktops.

1} $639 (Desktop Services) x 3500 (Agency Deskiop Count) = $2 236,500
Total Costs Total Deskiop Count

2)  Where required, Remedy siatistics may be used to aid the DIT in further
distribution of deskiop costs. (MNole: Specific deskiop purchases will be
charged directly to the Department of Community Health and not allocated.)

Distributed Processing {DP). Distributed Processing services {local nelworks,
servers, email, mainframe operations productions support, etc.) will be charged to
the Department of Community Health based on direct assignment of staff. BP
program administration will be allecated to first-line workers via step-down function
based on salary dollars.

Enterprise Portal Costs: Enterprse Portal costs will be allocated to the
Department of Community Health based on a weighted-average of content pages
and page views for intemet costs. Refarence Section VI, C, 3.0

Rent: DIT recognizes that there may be instances during transition where DIT staff
who are servicing multiple agencies may be houssd with an area that heretofore
had bean dedicated to a single agency. DIT will recommend a method for equitable
allocation and "true-up” of these costs for treafment beginning wilh the FY04 billing
oycla.

Annual Reconciliation: DIT will conduct an annual recongiliation of charges, or
“true-up.” This will involve a comparison of billed charges 1o the actual costs of
providing those services. DIT may elect fo refund any difference to customers
through a final adjustment to billings. However, if differencas are within reasonable
levels, they may be carried forward as adjustments to future year's charges or
rates as provided in OMB Circular A-87.

OMB circular A-87 allows an intermal service fund programs to camy up to 60 days
operating cash expenditure balances. Since most programs/services recover from
users via charges for specific units of service, if a program has over-tecoverad from
users, the program needs to go through a true-up process which may include
hiling adjustments, credits and/or rate changes. CIT will review programs an make
adjustments accordingly.
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Meetings: DIT financial staff, in coordination with the Department of Community
Health's Information Officer, will meet on a monthly basis with Department of
Community Health sfaff to review DIT invoices {invoices typically presented cn a
monthly basis) and identify and rescolve any billing adjustments, omissions and
related issues that may be identihed.

Spending Plan: DIT financial staff will prepare and distribute a spending plan each
month that annualzes expenditures, year-to-date, against the Agency Inter
Departmental Grant. DIT financial staff, in coordination with the Depariment of
Community Health's 10, wil meet on a regular basis wih Department of
Community Health staff to review the spending plan, identify funding shottages,
and jointly prepare an action plan to spend within available resources.
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Audit Clause

As part of this SLA, the Department of Community Health and DIT agree to this audit
clause, which provides that financial records, documents, data, accounting procedures
and practices, programs, projects, information systems, or any other items of the setvice
pravided, deemed relevant to the SLA by Deparment of Community Health and DIT, are
subject to examination by the approprate Department of Community Health and DIT
representatives. The Department of Community Health and DIT will, 2and will cause its
subcontractors and suppliers to, provide to the Department of Community Health and
OIT (and intemal and extemal auditors, inspectors, regulators and other representatives
that the Department of Community Health and DIT may designate from time to time)
access at reasonable hours to the Depariment of Community Health and DIT personnel,
to the facilities at or from which services are then being provided and to the Department
of Community Health and DIT records and cther pertinent information, all to the extent
relevant to the services and Department of Community Health DIT's obligation. Such
access will be provided for the purpose of performing audits and inspections. The
Department of Community Health and DIT will provide any reasonable assistance
requested by either parly or their designee in conducting any such audit, including
installing and operating audit software.

Foliowing an audit, the Depatment of Community Health and DIT will conduct an exit
conferance with Departmeni of Community Health and DIT representatives. The
Department of Community Health and DIT will meet to review each audit report promptly
after the issuance thereof and the Depattment of Community Health and DIT will
respond to each audit report in writing within thirty (30) days from receipt of such report,
unless a shorer response time is specified in such report. The Department of
Community Health and DIT wil develop and agree upon an action plan to promptly
address and resolve any deficiencies, concems, andfor recommendations in such audit
report and the Department of Community Health and DIT will undertake remedial action
in accordance with such action pian and the dates specified therein.

Sernvice Reviews

Quarterly {or as needed} reviews will be conducted with the Department's SLA Manager
to assess service effectiveness, address service problems, and evaluate service delivery
in light of business needs and available resources. Particular attention will be paid to
natable deviations from commitments.

As a basis for the review, the 1O and Department SLA Manager will collaborate in
collecting, analyzing and reporting service data associated with the SLA. A report
describing project statuses, issues addressed, decisions made and actions taken will be
published within five (5} days of the review meeting.

This review will also include advice from DIT on technology options that have become

available that could improve the overall level of service. This review will also serve as an
opportunity to identify improvements in performance.

10
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. AGENCY SUPPORT SERVICES

A,

1.0

1.

2.0

Mew Systems Development

MNew system development is work that leads to the creation of new technolagy solution to
fulfill a business need. “Application development requests will be submitfed through the
process developed by the Department of Community Health and the 0. Agency
responsibilities will minimally include:

a. Development of the project feasibility document, which shall describe the general
business problem being solved. This document must include Agency authorized
signatures and funding source. Prior o proceeding with the project, the Agency
shall be respansible for developing the project charter, with assistance from BIT.
This document must ideniify:

1)  Project scope.
2) DIT and Agency Roles and responsibilities.
3)  Project management and project ownership.

Where DIT resource (staffing) conflicts exist, the Agency must re-priontize cument
projects and current maintenance efforts to accommodate new systerm development.

Application Maintenance and Support

Enhancement and maintenance requests will be submitted thiough the process
developed by the Department of Community Health and the 10. Application maintenance
and support includes the following:

a. Enhancement sub-divided as follows:

1y Major Enhancement: involves significant new requiremenits, but does not
alter the overall makeup of an existing solution. This may entail adding,
changing or deleting functions for the existing sclution. Major enhancements
will usually cause an impact to the business, organization or architecture and
may require signiicant cost, effort, and tme to complate. Examplcs may
include migration to a new appilication platiorm, adding new interfaces, or re-
designing a databass.

2} Minor Enhancements: involves adding new requirements against an existing
solution, but have minimal impact on the business, organization, or
architecture. Examples may include updates to data tables, updaiing a field
cn an HTML view, or updating a module that was originally changed via an
emergency fix.

b. Maintenance sub-divided as follows:
1)  Corrective Maintenance: includes work that is initially spawned by a problem

incident report and is generally referred to as a "fix." Involves changes made
o application code in support of new or changed system software. IZ'}u‘.}sLln1
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and effort are relatively low. This work may be initiated to provide a complete
fix after an emergency fix was perfermed.

2) Emergency Fix: defined as the occurrence of a problem that must be
addressed immediately, such as the disruption of a system or application.

at  Urgent - lite and death situations.
b}y  High — public impact, significantly impacts a large number of users, or
inability to meet deadlines for statutory payments.

c)  Medium — all other situations that have impact on users.

3} Perfective Maintenance: involves work that is initiated in order to avert
foreseeable problems, improve performance, quality, reliability, efficiency,

usability, or maintainability of an installed solution. An example may be
performance tuning.

DIT will be responsible for on-going system maintenance, unless othemwise
outsourced to a vendor, for the duration of this agreement. Should system
maintenance cbligations impact the delivery of new systems, or rescurces not
available within the existing staffing structure, the Agency will be responsibie for
pricritizing maintenance efforts.

¢ Support: Work related to the production application such as end user assistance,
routine tasks or monitoring of the production application. Examples may include an-
call support, adding or changing user access to the application, production
scheduling, and responding to end user questions or emails.

.  CRITICAL APPLICATIONS

A.  The following applications are considered critical to the agency, and detailed service level
agreaments are included in Appendix A:

Vital Records Birth Record Processing

Children's Special Health Care Services {CSHCS)
Family Support Subsidy {(F55)

Health Alert Network (HAN)

Fesidential Leases

Michigan Breast and Cervical Cancer Information System (MBCIS}
Michigan Childheod Immunization Registry (MCIR)
Michigan Disease Surveillance System (MDSS)
Medicaid Management Information Systems (MMIS)
1[1 Newbom Screening Lab Systern

11. Purchased Pharmacy package

12. Women, Infants, Children (WIC)

e S U e

12
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V. DISTRIBUTED PROCESSING OPERATIONS

A,

C.

10

Overview

The Distributed Processing Qperations {DPO) Division within the DIT is responsible for
the planning, design, engineering and operations of all local area networks for the State
of Michigan. DPC also offers server and application hosting services, e-mail service, file
and print services, operating system support, maintenance support, software and
hardware technology refreshment services in a variety of different facilies in a
distributed environment.

2. DPO services are typically pravided on a 5 X 12 basis; however, the Agency has the
option to extend coverage via an on-call service.
3. DPO also offers mainframe job scheduling, operations and data entry services.
2.0 DPO Services
1.  DPO provides the following types of services to Agencies:
Faciies Management Network Management
Server Procurement y Job Scheduling/Execution o
Server Boftware |nstallation Maintenance Agreements [(SW &
HW)
AssctiConfiguration Management _ Server { HW Capacity Planning
Server installation!Setup Service Request Managerent
Server Backup/Recovery Solware Frablem
) Management/Patch Process
Server Documentstion _ Print Services
Server Seourtly Dperalions
L Metrics{Utilization Reporling
Liser Profile Management Application Server Support
Performance Tuning Server Software Distribution
Server Monitoring and Corrective Acion Chnange Conltrol
DPO Monthly Costs
1.  DPO charges for FY0D4 are costs directly associated with the delivery of the services

listed above. These charges include three types of costs: Payrol, Program
Administration, and Support Costs.

a.  Payroll consists of actual payroll charges for the pay periods ending during the
invoice month. DPO staff is charged 1o an agency as dedicated to the agency,
allocated to the agency, or based on a time distrbution.

b. Dedicated: Costs of DPO employees working full-ime for a single agency.

g.  Allocated: Costs of supervisors and managers are allocated based on salary costs
of employees in their reperting organization.

13
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d. Time Distribution: Some DPO employees provide services to multiple agencies.
For these employees, their costs are distributed as a percentage or time worked for
each agency.

e. Program Administration (PA) expenditures are costs incurred by program
management in the delivery of DPO services. An example of such cost is the
Director of Distributed Processing Cperations. Costs incurred by the Director of
Distributed Processing Operations are allocated to agencies as a function of
Agency Services’ direct salaries.

f. Support costs are expenditures such as travel, telephones, pagers, copier rental,
office supplies, and other CSS&M related to the staff in the DPO crganization.

V. IT PROCUREMENT

A

1.0

1.

2.0

Overview

Contract & Procurement Services provides agency-specilic and enterprise-wide
procurement and contract management services for IT commodities and services. MAIN
processing activities, vendor interaction, and State approvalreporting requirements are
handled by DIT Contract & Procurement Services.

Contract Management Services

DIT Contract Management Services is responsible for processing all IT related
contractual service requests, and ensures that the services provided meet contract

specifications. In serving these |T needs, DIT Contract Management Services include the
following:

a.  Assist Agency in developing, renewing, and re-bundling IT contracts.

b. Work with Agency and project managers in identifying IT nceds and developing
statementis of work.

¢c. Coordinate with DMB to determine most appropriate contract vehicle to obtain

senvices.

d.  Develop contract language for Request for Propesal, Invitation to Bid, and Scle
Source contracts.

e, Work with Agency procurement and personnet staff to obtain Department of Civil
Service approval, via C5-138, if needed.

f Participate in pre-bid mestings, cral presentations, and joint evaluation committee
process and vendor selection.

g. Review contractor's detailed work plan to ensure it will result in meeting the
objectives and tasks stated in the contract.

14
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h.  Art as liaison between Agency and Coniractar in order to mutual understanding of
the respective roles and responsibilities of the contractor and the Agency.

} Prepare contract portfolio and status reports to share with management staff
regarding contract management and activity.

I8 Monitor contracts with existing vendors and make recommendations on exiensions
and renewals using uniform analysis.

k. Manage contract change requests.
I Monitor financial data for each contract to ensure that contract is on budget.

m.  Monitor all contract activity to ensure compliance with contractual obligations and
DIT strategic direction.

n. Leverage resources and create cost savings by establishing contracts using a
best-practice, best-price, and best-value mindset.

0. Promote proactive management of the IT coniract portfolio through valued
partnership and foster an enterprise-wide perspective.

p. Coordinate funding approvals.

q. Adhere to Executive Directives/Executive QOrders, DIT and Agency-specific
requirements in processing IT contractual service requests.

r. Process approved agency contractual service requests in a timely and efficient
manner.

Procurement Services

DIT Procurement Services covers the purchase of all non-delegated |T commodities and
services for State agencies. (Second paragraph moved)

The DIT Procurement Services Section performs all MAIN-related functions for IT
procurements. These include requisitions, purchase orders, change orders, receivers,
and cancellations. DIT Procurement Services will issue Agency-specific procurement
requisitions in a designated MAIN ADPICS department number and route those
documents for view and approval by the Agency, based on approval path information
provided by the Agency. DIT Procurement Services will notify end users of request
status throughout the procurement.

In serving the IT procurement needs of the Agency, DIT Procurement Services
will:

a.  Adhere to Agency-specilied approval requirements for T purchases;

h. Provide a variety of methods for Agencies o request the purchase of desktop
commodities, including telephone requests, e-mail, fax, ID-mail requests; 15
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Process approved Agency procurement requests through appropriate DIT
approvers in a timely and efficient manner; DCH has elected to funnel al IT
purchases through a central peint.

Check published on-hand stock status for iterns that can be redeployed free of
charge before procuring new items using Agency funds;

Procure commodities that meet published enterprise standards;,

Use a varety of procurement methods, including the MAIN system and
procurement cards, to purchase itemns at the most favorable cost and value;

Notify the Agency of procurement request status;

if requested, use Agency-specific coding in selected fields of MAIN coding blocks
to assist the Agency in reconciling its monthly invoice,

Esiablish and maintain a MAIN ADPICS deparment approval path to route
Agency-specific purchases for approval and viewing by Agency staff,

Work with the Depot to perform the receiving function for commodity purchases;

Adhere to State Executive Directives and instructional rmemoranda regarding the
approval, processing, and reporting of IT commodities;

Expedite orders as quickly as administratively possible for urgent Agency requests;

Coordinate procurement efforts with those of DIT Infrastructure Services, Agency
Services, and Administrative Services to streamline receipt, delivery, and billing for
commodities;

Provide procurement contact names and instructional media to Agency staff
regarding DIT procurement methods. If reguested, meet with and train Agency staff
on BIT procurement processes;

Work cooperatively with DIT Infrastructure Services to maintain warranty and
maintenance agreements for scftware and hardware serving the Agency,

Strive to lower Agency costs for licensing and maintenance purchases by
combining procurements for volume discounts;

Process assigned invoices in a timely manner and work proactively with DMB
Accounis Payable staff to ensure timely, accurate payment of vendor invoices.

The Agency will be responsible to:

Enter Account Code (AC3) information into purchase orders in the approval path, if
the Agency chooses to request AC3 coding for its 1T purchases: 16
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b.  ForIT desktop commodity purchases, supply information identifying the end user’s
name, phone nurmber, and physical location to assist in notification, delivery,
installation, and inveniory tracking;

¢.  Provide Agency-specific ADPICS department number and level number for
inclusion in the DIT approval path;

d.  Provide DIT Procurement with cument information on  Agency-designated
signatories and approvers for DIT-0015 (Procurement Request) documents and
Client Service Center Procurement requests;

e. Indicate whether funding far each procurement request is included in the IDG;

f. Comply with the requirements of the End User Computing freeze on deskiop
commodities by providing a business case for any desktop commodity request that
includes some portion of general fund monies.

Charges ic the Agency for Procurement Staff will be based on the percentage of
transactions processed for the Agency by its designated procurement liaison{s) and
related percentage of the supervisor and overhead costs. Remedy slatistics may be
used to calculate number of transactions processed for the Agency.

‘. SECURITY SERVICES

A

1.0

1.

2.0

3.0

Securnty Services Overview
Security Services cover the development, maintenance, implementation, and

enforcement of secuntyrelated policies and procedures for State Govemment IT
resources.

It also indudes incident management, monitoring, and interaction with non-State of
Michigan security entities to insure that the State's IT infrastruclure is safe from entities
outside State Government as well as within State Government.

Scope

Development of security-related policy and procedures.

Coordination, implementation, and enforcement of all related security policies.

Monitoring of security processes.

Secunty Services

Securnty Awareness and Assessment

a. Essential Base Services:

17
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Development of Secunty Guidelines and Standards

1)

2)
3)

4)

Development of guidelines and standards to meet state and federal security
obligations and needs.

Coordination of DIT Security agreement processes with agencies.
Provide security-related tocls, such as training material, etc.

Research new security technologies and make recommendations for new
processes.

k. Premium Services:

1)

2)

3}

Coordination of Security with agencies, inciuding awareness promotion. Work
with agencies fo promote security awarsnass.

Enteprise Risk Assessment: Conduct enterprise-wide Rapid Risk
Assessment.

Assessment & Management of Application Risk:

c. Assessment of application risk: Assist agencies in evalualing degree of security-
related risk.

d. Development of mitigation plans: Provide assistance to custorers toward
development of mitigation plans to address identified risks.

2. Passive Monitoring of IT Secunty Environment

a. Essential Base Service:

1)

2)

Monitoring of State Firewalls

a) Provide oversight responsibility for the security of the States
infrastructure.

b) Provide fina! approval on firewall rule changes in accordance with State
Standards and guidelines.

Provide Security Alert Services

a) Monitor, evaluate and publish industry security evenis and
vulnermbilities to Agencies.

b}  Provide network intrusion detection.
¢}  Monitor security breaches and provide information 1o agencies as

warranied.
18



3)

4}

5)

12114104

Hardware Secunity Scarming Services

a)
b)

Coardinate scanning of systems within SOM for possible vulnerabilities.

Provide recommendations to resolve known vulnerabilities.

Wirus Protection

a)

Coordination of virus protection, detection and suppression at the PC,
server and network level.

General Security Monitoring

a)

b}

c)

Provide reports to agencies on security violations as well as policy
infractions.

Provide IDS services on DIT supported platforms.

Coordinating application of federal security programs, such as
Homeland Security (focused on “all threats™ approach).

3. Active Monitoring of IT Security Environment

a.  Essential Base Semvice:

1)

2)

Perform IT Risk Assessment Services

a)

b)

c)

Perform risk assessment of BIT infrastructure facilities in accordance
with State policy and standards.

Perfarm on-demand risk assessment service, as needed within DIT for
new of changing infrastructure facilities.

Document risk assessments for management review and response.

Audits of Access Privileges

a)

b}

c)

Audit access codes and usage on platforms within DIT based on
Security policies and standards.

Provide information for coordination with customers on customer
access rights and privileges.

Assist customers with agency audils relating to IT platiorms andfor
applications. This assistance may involve IRS audits, Auditor General
Audits, sic.

b. Premium Services: Casts are associated with Premium Services.

19
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1} Ethical Hacking - Canduct ethical hacking against DIT platform resources to
assist in determining level of risk for intrusion, firewall protection and make
recommendations on remediation strategies.

2}  User Monitoring - On-demand monitoring of users. In specific circumstances,
it may be necessary to monitor specific users to address suspecied illict or
fraudulent use of IT resources.

3) Health Information Portability Protection Act (HIPPA) - Ensure compliance
with HIPPA security regulations.

4)  Security Accreditation of Computer Systems - Facilitate security accreditation
and certification of computer systems.

5)  Formal Security Training / Awareness.

6) Homeland Security Incident Coordination Issues/Response. — May include
activities and capabilities of various organizations, govemment or businesses
that might have a role in responding to a threat or hazard {far example,
naiural hazzard, human-induced hazard, or terrerism incident).

Coardination of Physical Secunty for DIT Facilities
a. Essential Base Servica:

1Y Provide oversight responsibility for the security of the State's physical IT
infrastruciure.

Disaster Recovery Services Overview

The Disaster Recovery and Fmergency Management Services addresses DIT's
responsibility regarding planning, developing and execuling disaster recovery
capabilities.

These services also address offering assistance to the agency toward development of
iheir business resumption plan responsibility. DIT can leverage its disaster recovery
planning expertise to provide assistance to its plans and processes. While both the
development and execution of business resumption is clearly an agency responsibility,
DIT will assist customers in dealing with this responsibility.

Scope

Assist in the creation of disaster recovery plans and processes and creation and
rmaintenance of a disaster recovery hardware environment.

Bring hardware and systems back online in the event of a disaster for critical application
infrastructure.
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3.  Assist toward development of business resumption plans and processes.
6.0 Disaster Recovery Services
1. Development and Maintenance of Disaster Recovery Plan

a. Essential Base Service:

1}  Maintenance of Disaster Recovery Plan - For critical business and DIT
processes, creation of a disaster recovery plan covering:

a)  Maintenance of existing disaster recovery plans.
b}  Distribution of the disaster recovery plan.

f. Premium Services:

1) Development of Disaster Recovery Plans - For critical business and DiT
processes, creation of a disaster recovery plan covering:

a) Development of disaster recovery plans specific to  each
platform/process.

b)  Disiribution of the disaster recovery plan.

2. Testing of Disaster Recovery Plan
a. Esseniial Base Service:

1)  Testing of Disaster Recovery Plan - Coordination of testing process with DIT
infrastructure support and customer as reguired. This includes:

a) Testing of applications, network availability and output.

by  Ensuring that adequate Disaster Recovery testing is accomplished to
meet customers’ business requirements.

b. Premium Services:

1)  “Table-Top” Testing - Panel review of Disaster Recovery Plan to venfy plan
validity (content, information, sequence, etc.).

2)  Simulation Testing - Full-blown simulation of Disaster Recovery Plan
execution 1o verify validity, completeness and cffectiveness.

3. Execution of Disaster Recovery Flan

a. Essantial Base Service: None. 21
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b. Premium Senvices:

1)

2)

3)

Declaration of an EMERGENCY - Based on customer need and
circumstance, DIT is responsible for the declaration of an emergency.

a) Provides ‘over and above’ normal business response for the specific
systems or applications for which the emergency has been declared.

b) Escalation fo 7 X 24 coverage from on-call individuals.

Declaration of a DISASTER - Based on customer need and circumstance,
DIT is responsible for the declaration of a disaster. NEED TO SUMMARIZE
CIRCUMSTANCES THAT WOULD CREATE A DISASTER AS WELL AS
DEFINE DISASTER

Execution of Disaster Recovery Plans and Processes - Carry out efforts
necessary o implement a Disaster Recovery effort based on the
requirernents defined in the Disaster Recovery plan to ensure that the DIT
Services meets pre<defined Agency Business Resumption Process
requirements (may indude the deskiop, telecom, and distributed server
environments).

a) Re-establishment of infrastructure required 1o suppor business
resumphion.

b} Re-establishment of data access.

4. Assistance foward Davelopment of Business Resumption Plans and Processes

a. Essential Base Service:

1)

2)

3)

Assistance to agencies loward development of their business resumption
plans and processes.

Coordination of business resumption planning process with DIT Infrastructure
support, Agency Services and Customer as required.

Ensure that all infrastructure issues identified in the Business Resumption
Process as being critical are involved in the development process (may
include the desktop, telecom, and distributed server environments).

5. Other Disaster Recovery Services

a. Essental Base Service:

1)

Al other disaster recovery and assistance toward development of business
resumptich processes.
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VIl. ENTERPRISE APPLICATION SERVICES

A

1.0 OCwerview

Enterprise Application Services provides application development and support for technical
applications and services impacting several agencies and the enterpnse (all agencies),
induding Human Resource Management Network {(HRMN), DCDS, ADPICS, RSTARS,
Michigan.gov, e-stores, Vignette, and Senior Project Management.

20 Development and Enhancement Services

1. Development and enhancement services to the Human Rescurce Management and
Finance applications including HRMN and DCDS are prioritized by the Civil Service
Department. MAIN (ADPICS and RSTARS) services are priontized by the Office of
Financial Management.

2. New Development projects and enhancements to enterprise or multiple agency solufions
including Michigan.gov applications are provided upon request by agencies and billed
upon services rendered.

3.  Billing and Funding

a.  HRMN and DCDS are funded by the Civil Service Department, MAIN is funded by
the Office of Financial Management of the Department of Management and
Budgst. Development and enhancement services are billed based on the scope of
work requested and funding available by the requesting agency.

b.  The billing rate will be an houry rate for staff based on expertise:
1)  Project Manager
2)  Jr. Project Manager/Special Projects Lead
3} Sr. Technical Analyst
4)  Analyst/‘CMA Speaalist

4.  Obtaining Services

a. A Memorandum of Understanding identifying the rates, work 1o be performed,
responsibilities and funding source and approval will be developed and signed by
the \nformation Officer, the Director of Enterprise Application Services or designee,
and the Requestor for each project.

3.0 Michigan.gov

1. The Michigan.gov portal group provides hosting services including the production server
erwironment and support at a 99.9% availability, and a test server, licenses and support.

2. Support Services for Michigan.gov include:

a. Formal training and expertisc in Vignette to all end users. 2
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Technical expertise in Vignette, Surfaid and Inktomni for all technical resources.
Graphical User Interface Michigan.gov Standard support (banner and graphics).

State of Michigan web application monitoring and review for consistency in
security, privacy, look and feel, usability.

Routine and on-request statistical reports.

Web user interface design expertise and support of the user interface look and feei
cf the portal.

Vignette Application maintenance and small enhancements.

Maintain the contact Michigan e-mail box and either answer the e-mails or redirect
them to the agency or office that can best reply to the query.

Support Govemor's Executive Office and Communication Division with ongoing
support for the Michigan.gov home page.

Billing and Funding:

2.

Michigan.gov Portal charges must support entirely the cost of the production and
test hosting envionments {now 88% of the cost} and the support services staff
(now 12% of the cost). Total estimated annual expenses for the Michigan.gov
portal is $4,081,000 distributed as follows:

Production and test hosting charges: $3,586,000
Support Services Staff: $ 485,000

Total estimated charges for Department of Community Health for October 1, 2003
through Septernber 30, 2004 are estimated at $130,000 based on FY03 rates.

Agency charges are based on two factors — each weighted at 50%. These faciors
will be reviewed and adjusted annually:

1) Content count in Michigan.gov Database on 10/25/02 are represenlative of
the cost of those servers, redundancy and support and the Vignette
application.

2) Page Views {end user traffic) 9/1/02 through 9/30/02 are representative of the
cost of servers and support for Michigan.gov response time, availability and
redundancy.

Charges are not based on the number of websites per agency, the number of
authors, editors or publishers, or the number of training or support services.
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Obtaining Services:

A

Enterprise Application Services supports Michigan.gov customers in saveral
different ways:

1}  Content Management Administrator {CMA} Training is provided on a regular
schedule or, if needed, special training can be coordinated to ensure that
agencies have personnel capable of mainiaining the agencies’ web sites with
current  information. Training can be scheduled by going fto
hitp:#fw3.michigan.govfemichigan clicking on CMA and then Training.

2)  Assistance on CMA problems.
3) Requesis for URL redirects.

4}  Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply to the query.

For assistance and any of these items, send a GroupWise e-mail to DIT-EAMS-
Web. For immediate assistance from 8:00 AM to 5:00 PM, you can page a CMA
expert by caliing 341-0999 and leaving your phone number.

Senior Project Manager Services:

a. The Senior Project Manager is responsible for the successful on-time, within
budget and scope, delivery of large {$5,000,000+), complex and strategic State of
Michigan projects. They are seasoned and experienced project managers
responsible for successful delivery along with providing mentoring  and
development of Project Management as a discipline within the State of Michigan.

b.  The biling rate for senior project managers is $95 per hour far fiscal year 2004.

Obtaining Senvices:

Contact your 10 .

Vill. DESKTOP SERVICES

A

B.

10 Overview

1.

This section details the services associated with the availability of ‘ready-to-use’
workstations, including standard or advanced workstations as well as associated

peripherals, standard software and applications.

It also covers the activities required to ensure that the workstations, peripherals, software
and applications provided are properly supported through their entire lifecycle.

20 Roles and Responsibilities
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1.  Deskiop Services include:

d.

Availability of workstation & standard software, including standard configuration,
software and basic office productivity and State of Michigan software and
applications;

Availability of non-standard software, in answer o specific agency, position or in
some case individual needs;

Model Office service, which ensures that any new application, software or
hardware is 100% compatibie with existing standards & eguipment;

Moves, Adds and Changes service, which deals with the installations, mowving
and/or removal of workstations and peripherals;

Peripheral support, covers the on-site support for standard penpheral equipment;

Kiosk support, similar to peripheral support but tailored specifically 1o the kiosks
used by the agencies to provide services across the state.

30 Client Service Center

1.  As its name implies, Client Service Center essentially provides a portal to all DIT-related
service areas via an Enterprise and Centralized Help Desk.

2. The Client Service Center covers the foliowing:

a.

Single point of contact for any form of user support: (to obtain ‘break & fix’ suppart,
to cbtain information about DIT services, to procure new services from DIT such as
applications hosting, etc.);

Tier 1 user support with a stated goal of resolving the majority of support requests
during the initial call ("on the spot™;

Tier 2 user suppor, when applicable, by drawing on other DIT services or Agency
programs for final resolution of the issue.

[X. CENTER FOR GEQGRAPHIC INFORMATION (CGI)

A,

1.0 Overview

The Center for Geographic Information (CGI) provides leadership, technical expertise, and
policy for the development, use, dissemination, promotion and sharing of the state's
geographic resources. Charges for CGl fall into two {2} categonies: direct agenGy charges and
services charged on an hourly basis.

2.0 Services
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New development projects and enhancements to enterprise or multiple agency solutions
are provided upon request by agencies. These services are billed based on the scope of
work requested and funding available by the requesting agency. A Memorandum of
Understanding identifying the rates, work to be performed, responsibilities and funding
source and approval will be developed and signed by the 10O, the Birector of the CGi, and
the requesting agency. The billing rate will be an hourly rate for staff as follows:

a.  Senior Staff: $75 per hour
b.  Junior Staff $60 per hour
c. Support Staff: $35 per hour

Selected Services Include:
a. Intemet Mapping Services

1} Thinking and working geographically provides ihe advantages of using maps
for decision support. Intemet Mapping Services provide web tools to create
maps, integrate information, visualize scenarios, present powerful ideas, and
develop effective solutions. Geographic Information Systems (G1S) on the
Intemnet provides a much more dynamic tool than a static map display. Web-
enabled GIS delivers interactive query capabilities such as

a) Searching for specific site locations

by  Displaying and viewing muitiple data sets
¢}  Conducting queries for specialized analysis
d) Retnieving specialized data services

2)  The CGI provides web-specific data development and management services
targeting carlographic design and map rendering technologies; Intemet
Mapping Application deveiopment using pre-developed functionality or
meeling new, agency-specific requirements; and IMS hosting services that
include G-IT hardware and software maintenance with application versioning
upgrades available.

3.0 Project Management

1.

Geographic Information Technology (G-IT) encompasses an understanding of spatial
data, cartegraphic expertise, a specifically targeted family of software and its supporting
architecture. Since 80% of State govemment information has a spatiat component, the
CGl offers agencies its G-IT expertise for reviewing proposals containing & geographic
component and continuing project management services to ensure successful vendor
delivery ¢f G-IT requirements.

GHT User Support

The CGl is committed fo supporting and enabling Geographic Information software and
equipment users. Both formal and informal assistance and training is available for
Geographic Information off-the-shelf software, G-IT equipment such as GPS units, and
user training for developed applications. Cartography-related services include c:ustomz?
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mapping, development of both standand and custom symbad sets, and standard mapping
templates and layers. CGl also provides GIS analysis services tailored to meet agency
needs or assists agencies in developing and implermeriting their own GIS analysis.

3.  Spatial Data Management

The GGl realizes the growing need for managing the ever-increasing volume of State
geographic data and offers services to develop data standards for geospatial metadata,
locaticnal referencing (examples include address, Public Land Survey System, linear
referencing systems, digital orthophotography, Global Positioning Systems GPS and
other referencing systerns), and web portal standards for the Michigan Geographic Data
Library. Standards are designed to leverage data integration and sharing among State
agencies. Assistance is available for using, administering, and optimizing SDE {Spatial
Data Engine) for data loading, data access, and increased performance. Modeling and
design services provide yet another avenue to improve data access and availability.

4.  Produci Development, Data Development and Data Infegration

a. CGl provides the following services, including
1) Standard and custom map products;
2) Large-format printing for press conferences, court exhibits, and presentations,
3) Database queries and tabular report compilation that reference geospatial data;

4) Address {and cother locational data) cleansing and address matchingigeocoding
services;

5) Geospatial and related data conversion and migration;
6) Custom geographic data development;
7) Referencing system and map projection cenversions; and

8) Two-way data integration between the Michigan Geographic Framework and
various business data sources.

b. GGl also coordinates digital imagery acguisition and development. The CGI
administers the State’s geographic information web portal including mainienance of
the Michigan Geographic Data Library providing access to several Stale agency-
sponsored datasets.

5. Michigan Geographic Framework

a. CGl serves as administrator of the "Michigan Geographic Framework™ The
GGeographic Framework is a standardized infrastructure on which all GIS uscrs of
1:12,000 scale map data can build their applications. CGI serves state, regional,
county, and local government agencies, private businesses, and the general28
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public. CGI provides technical assistance and consultation services to Michigan's
GIS user community.

b. Departmeni of Community Health is a confributing partner for FY04 and has
committed $ 50,000 (estimate based on FY03 rates).

Service Request Process

Contact your |G or Enic Swanson at 517-373-7910.

X. DATA CENTER OPERATIONS

A,

1.0

Overview

Data and Application Hosting is the ability to provide mainframefserver facilities, Operating
System support, maintenance and operational menitoring of customer data and applications.

20

1.

Data and Application Hosting

Data and application hosting can be performed either in a centralized or distributed
environment, depending on ihe criticality of the data or applications hosted:

a. Centralized hosting in a 7x24x365 data cenier is provided for data and those
applications reguiring high availability andfor a need for disaster recovery
capabilities. It can also be preferred when a selected application resides on a
mainframe or server supporied by the data center.

Xl. TELECOMMUNICATIONS

A,

10

20

Overview

Telecommunications involves traditional voice (telephony) and data network backbone
connectivity between State of Michigan work locations.

Voice Services addresses all services related to telephony, from basic office and celiular
telephony to the design and deployment of elaborate Interaclive Voice Response
systems (IVR), Enhanced Call Processing (ECP), or Call Centers.

The breadih of Voice Services offered depends directly on the degree of involvement
that DIT has in its delivery, i.e. whether or not the delivery facilities arc managed by DIT
rather than by an extemal service provider.

Sevice Levels

This translates into three (3) different levels in the breadth of Voice Services that are
available to customers:

a. For most central locations, or locations with a strong concentration of State of
Michigan operations {specific buildings within the Lansing, Saginaw, Grandzg
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Rapids and Detroit areas), DIT manages the voice installations and is accordingly
able to offer its full breadth of Voice Services.

For other locations with significant populaticn or concentration of State of Michigan
operations (specific buildings within Flint, Jackson and Kalamazeo areas), DIT is
able to offer a limited breadth of Voice Services.

For ali other locations, the role of DIT i1s currently limited to negotiating agreements
with service praviders to deliver the services on behalf of DIT.

Data & Network Conneclivity covers the connectivity of users to standard State of
Michigan data sources and applications such as data center applications, distributed
applications and extemal partners.

The Data & Network Connactivity Services are divided into the following services:

a

Connection of a local network to the State of Michigan “"backbone,” which provides
all users of this local network with access to the different data sources descnbed
above;

Different remote connectivity modes, through which users working remotely are
able to access their normal data resources;

Different network services such as dedicated conneclivity, connection to extemal
partners, atc.
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Appendix A
Applicatien Scrvice Level Detail
System Name Vital Records Birth Record Provessing (Birvth Regisiry)
Fifective Date: 10/01/03
Cuostomer: Department of Commrunity Health/Oftice of Vital Records and Special Projects
Techoolpgy Owner: Administrative and Billing Team —DIT/DCH Systems Developmend

1.} System Description

The DCH Vital Records area captures legal and statistical information regarding State of Michigan births.
It also responds fo citizens’ requests for copies of birth information or changes in that information.
Requests for birth certificate copies are received from the Web, FIA, over the counter, and through the
mail. During this fiscal year, the Birth Registry application will provide data, as authorized, to FIA field sta.
Also, the accounting module that handles the requests for birth certificates will be replaced and combined
as a module to the Birth Registry application.

2.} Processing Mode

This systemn has an Oracle database back end, sitting on 2 SUN server. The front end is a Java Web
Interface. There are PL/SQL batch processes that un weekly to load and update new Michigan births.

%) Funclisnalily Expectations

The IRirth Repistry application is available 10 the cusinmer 24 hours a day, Tdays a weck exeept lor during backups.
Aburt resolution will be handled as soon as possible or by the next business day based on the enticality ol the lailed
process. When specilically requested by the customer, DIT will make any necessary changes to enable the availabbity
o the system.

DIT will maintain the Systemn funclions in place as of the effective date of thisSLA. This service ensures the comect
operalion ol the Systern. DIT will coordinate System change and System maintenance implementations wilh the
customer's schedule.
4.} System Back T'p

OIT is responsible far providing a backup and recovery melhod for this application based on the following customer
requirements:

The database is mirrored during day-lo-day operation.

The database is exparted to lape everyday, Monday through Sunday, with the tapes being kept for a month. . A full

cold back up {data base down), is done on Monday and Thursday evenings between 11:30pm and 6:00 am. These
tapes are kept for two months.
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Application Service Level Dictail

System Namc: Chilidren®s Special Iealth Care Services (CSHCS)

EHfective Dae: 10/01/03

Custoncr: Department of Community Health/Burean of Children and Family Programs
Techuslogy Owner: Adlministrative and Billing Team — DITANCH Systems Development

L) Systems Description

This system maimiaing Medicaid Title 5 eligibility and crrollment formation for the Children’s Special Health Cure Services
area of DO In addition, this system momitors when client. information requires rencwal. Also, payment apreement information
and activily 1s mentained. With authorization. data is shared with Stale Departments via thebMIS database and (the warchouse.
CSHCS data is also shared with external entitics, 1.c. Michigan Tnrolls and Specialized Health Plams. Maost data is maintained
via the online portion of the spplication, However, health plan selection data fum WMichigan Enrolls and the monthly renewal
process are cxamples of daa maintained via batch functonality. Chent demographic and eligibility data plus provider
authorization data is wploaded daily o the Bull mainframe for processng by I&F, which then updates MMIS. GTEA
transuclions are used to verify information on MMIS, Every Thursday, CSITCS data is extracted and loaded to the Warehouse.

This client/server system has an Oracle database back end, sitting on a SN server, 'The Font end w an Oracle applicaton on a
local Novell server, Oraele database security handles inguiry and mamtenanes availahility per user iogin.

3.} Functionality Expecialions

The CSIICS application is available 1o the customer 24 howrs a day. 7days a weck exeept Tor during hackups. Abort
resotulion will be handled as soon as possible or by the next business day based on the criiicality of the lasled process.
When specitically reguested by the eustomer, DIT will make any necessary changes (o enable the availability of the
Sy SIEM.

DIT will maintain the Sysicm lunctions in place as of the effective date of thisSLA. "This service ensures the comect operation of
ihe Sysicm. DIT will coordinate System change and Syslem maintenance implementations with the cuslomers schodule.

4.) Syvstem Back Up

DI is responsible for prwiding a backup and recovery method for this application hased on the following customer
requirements:

"The database is mirrored durmy day-to-day operation.

The dalabase is exported to tape Monday through Saturday, wilh the lapes being kept for a month.

A, full cold back up (data base down), is done on Saturday evening between 8:00pm and 1:30 am. These tapes are
kepl lor two months.
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Application Service Level Detail

Svstemn Name: Family Support Subsidy (FSS)

Effective Daie; L0:41,/2003

Customer: Department of Community Health/Mental Health Services to
Children and Families

Technology Owner: Hospital ;nd Medicaid Sopport Team — DITIHCH Systems Developmeni
1}, Svstem Deseriplion

Family Supporl Subsidy System is an ON-LIND system designed for use by authonacd vsers in the DMIT Central Office Family
Suppurt Services/Subsidy Unit in Lansing, Michigan, This ON-LINI- system atlows tor
1} Enry and repmistation of the subsidy program application wath cditing of cnlered inlormation,
21 Prnting of monthly reporis which are nuled to cach Community WMental [ealth Board lor infommaton and
verificalion,
1) Monthly preparation for checks [or the recpicnis of the program. Two extract files with the check and
remitance mbamation are senl o MAIN around the 10ih of the menth and the checks are printed by the
Treasury Departnent around the 20th ol (he: manth,
4y Histoneal FSS mformation is stored for online inquiry and spevtal request reporting
3)  liscal Year Reports can be producel,

3 Processing Mode

Thiy system has a DMST] database back end sitting on # Unisys mainlrame. The anline programs are wrillen mXgen wnil there
is no Web componenl. “The cheek preparation is a monthly batch process,

3} Funclivnalily Expeciations

The FSS applivation 1s available to the customer 7days a week ffom 7:30am 530 . Abart resolution will be
handled as soon as possible or by the nexl business day based an the criticality of the failed process. DIT will make any
necessary changes 10 enable the system to continue with cwrent fumetions while adjusting to the Agency holiday work
schedule and when specifically requesicd or nocded by (he customer.

DL will maintain the System Ametions I place as of the effective date of thisSLA. This scrviee cnsures the concet operation of

the System, DIT will notify the customer that a System clumge or System maintenanee schedules are ready for implementation
hased upon the customer's ime frame,

4.) Bystem Back Up

DIT 15 mesponsible for providing a backup and recovery method for this apphication bused on the following customer
reqUIrements:

“The audit files that store the daily chanpes 10 the FSS dituhase are backed up twice 2 week — on Wednesdays and Saturdays at L
pm. A wiekly culd back up {data base down) is done on Saturdhay cvenmgs at ;35 pr. The database is alse mirrored.
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Application Service Level Detail

Systom Names 11ealth Alert Network (FLAN)
Effective Date: LA0172003
Customer: Department of Community Health! Office of Public Health Preparedness

Technology Owner: Hospital and Medicaid Support Team —DIT/DCLL Systems Development

1} System Description

‘This syslemn facilitates secure, Tapid commumications with public health planners, comergency responders wnd partners about
public health issues. Cunlers for Disease and Control and Prevention (CIXC). Public licahh Preparcdness and Response for
Biolcrronism dictated the functionality of the system. The system is accessible o customers through a web browser interface.
This system sends alerts via SMTP messaging {such as crmail, alphanumeric pagers and wircless devices). telephone amd fax, 10
speeific personnel as detined in LDAP (Lightwaeight Threctory Access Protocol).

This systern is capable of fiill reporting of alen logs, alert confimmations, flder permissions. document vheck oul log, ete. The
systemn allows patticiparus to collaborateon documents and audits all alerts and confmiations.

2.) Processing Vinde

L his syslem is purchased sottware from Virtual Alent Ine., {[.A Jolia, Cahfomia).  The software is on Dell servers and hosting
services for the primary and backup sites for [LAN through SureWest of’ Sacramento, California and Tnflow of Austin, Texas.
‘The systern uses Window2000 and Microsolt Sharepenint. This system is web basid. The LDAD {Lightweight Thncctory Access
Protocol) stores the mibrmation (emails, cell phone #, c1c) of contacts that receive the alurt nolifications.

3). Functionality Expectativns

The HAN application is available 24 hours a day. 7 days a weck. ‘The soltware maintenance is covered by a contract with
Virmal Alert and the hardware maintenance is DI s responsibaliny.

4.) System Back Up

The HAN mformatian i% mirrered on the scrvers m Austin, Texas and Sacramento, California: therefore, they scrve as
backups for each other.  Also, Virlual Alert backs up the system onee a day on an eight-week rotation. This consists of
[ull buckups twice a week and incremental backups the other days. Further, onee every rotation Virtual Alert runs a full
hackup that is stored in @ leeation other then the location that (he systems located. This cxlemal backup will be used [or
Dnsaster Revovery or Operational Recovery purposes.
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Apnplication Service Level Detail

System Name: Residential Leases {Leases)

Eflective Tate: 10/0L/03

Customer: Department of Community Health/Pivision of Quality Managemeni and Flanning
Technology (hvncr: Administrative and Billing Team —DTT/CI Systems Developmeént

L.} System Description

'I'his application maintains data on DO houses leased Jor clients treated in a residential setting. [ease contracts are enlered with
strciurat, Vinancial, and detailed location information. This informalion 1s used for inspections and auditmy of the stuctures
themselves as well as generating a payment ransachion monthly to satisfy the lease coniracis. Transactions are uploaded 1o the
Unisys mainframe, refommattod, uched, and sent to MAIN, On the 25" of each month, warrants are issucd 10 the lessees duc on
the: first ol cuch month.

2) Processing Mode

This syslem has an Rbase front end uwlilizing an Rbase database, sitting on a Nowell server. Security permmls unly lease
manapement staft to work on the lease contract data and accommtng stalt’ 1o work on the payment date.  Monthly payment
mivrmation is cxlracted from the Rhase application and uploaded to the Unisys mamfram:.

‘The module: that generates the payinent transactions and sends the ransaction file o MATIN in Boalder is Iocalcd on the Unisys
mainframe,

3.) Funciivnalily Expectations

‘The Residential Lease application is available 1o the customer 24 hours a day. 7days o wek vxeept for during backups.
Ahort resolution will be handled as soon as possible or by the nex1 business diy based on the criticality of the failed

process. When specifically requested by the customer, DIT will make any necessary changes 1o enable the availabilily
ol the system.

TITT will maittain the System functions m place as of the etfective date of tlnsSLA. This service ensures the correel aperatiot of
the Syslem 1YL will coordinate System change or Systemn mamienance implementations with the customer’s schedule.

4.} System Back Up

DT 15 nesponsible for providing a backup and recovery method for this apphwalion based on the following customer
requirenients:

The database chanyres are cxported 1o tape Monday through Thursday. Duta on the mainframe is backed up dialy.

A fi1ll back up of the netwoerk server is done on Friday night afier 5:00pm. A full backup of the memlrame dhrectories s done
every Sunday morning.
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Application Service Level Detail

Sastem Name; Mlichizan Breast and Cervieal Information System (MBCIS)
EtTective Datc: 10/01/03

Customer: Department of Community Tlealth/Cancer Section
Toechoolozy Owner: Puhlic Health Team — IMT/IYCH Systems Development

1.) System Description

The Breast and Cervical Cancer Contro) program is funded by 2 multi-year grant o the Center for Discase Contral (CTXC). 1t
allows low INCOmME WOmMCT aeeess 10 screening services and [ollow up care, including cancer treatment il necessary. TheMBCIS
system is a repository for the data for chgible olients, their exams, resulls and follosw up informiation. 'Thas apphcation is used by
the Local Coordinating Agencies and the State of Michigsan o keep track of the meabnent of these elients and allows for luderul
statistical reporting.

Data entry, eligibility delermination, tracking of exams and diagnosis, and Staie and Federal reporting are all ingjor fanctions of
this spplication. An Oracle discoverer component has heen set up for ad hoe reporling.,  There is also a component of te sysiem
that will track payment of claims that are handled by a third party processor.

2.} Processing Mode

“his system has an Oracle dalabuse back end, sitting on a nuirrored SUN server. The tront end is chont server 1n Oracle.

J.) Functionality Expectalions

''he MBCLS application is available to the customer 24 hours a day, 7 davs a week except for Wednuesday evenings from
approximately 11:30 pm to 6:00 am on Thursday, and again on Friday cvemmys [tom approximately 11:30 pm (e 6:00
am on Saturday. A cold buck up of the system is donc duning this time frame. Abort reselution will b handled as soon
as possible or by the next business day bascd on the criticality of the failed process. DIT will make any neccssary
changes to enable the system 1o continue with current functions while adjusting t the Agency holiday work schedule
and when specifically requested or needed by the customer.

THT will maintain the System functions in pla: as of the effective date of hisS{A. This service ensures the correel opeeration of
the Syslem. DEL will nestily the customer that a Syslem changy or Syster maintenance schoedules are ready for implementalion
based upon the custormer's me frame.

4.} System Back Up

I is responsible for providing 2 backup and recovery methed lor this application based on the (wllowing customer
wnreenls;

‘The database 15 copied 10 tape Monday through Saturday, with the tapes kept for o monih. A weekly cold back up (ditahase
down) is done on Weoednesday and Triday evenings between 1130 pmoand 6:00 am.
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Application Service Level Detail

System Name: Michizan Childhood Tmmunization Registry (MCTR})
Effective Datc: 88/01/03

Cosiomcr: Department of Community Health/Intmunization Division
Technology Owner: Public Heatth Team  DITMCI Systems Developmaent

1.) System Description

This is @ system that keeps track of vacemations given to children 18 and under in Michigan. 1t docs ussessments of the shols
already received and will alert TTealth Care Providers, 6 it is 100 early to give a shot or i a child is overdue. Rerminder recall
mustices can be sent out, Vaceine inventory managed, and reporting done for the VIO { tree vaceine) program. We can also accepl
lepacy data from other systems that might have been used by Local 1ealth Departments { 111} through the MCTR Transter
process. DCI staff, School Disiricts, Day Care Facilities, Camps, Medicaid Tlealth Plans, WIC Chimes and other hialih cane
providers aceess the aystem 1o review childhood immunization status.

Ageresale, detail und federal immunization coverage reporting, at the provider, county, region, and WIC chimcfugency levels can
he done from this system.  WIC Reports are sent to the WIC division for distribution to their Clinies. - An Oracle dhseoverer
component has boen set up ow ad hoc reporting.

The MCIR system teceives extracts from the Social Sceurity Administration’s weckly file for social security number updates,
WIC information extracted monthly from the BULL Mainframe for Ganily TN nurmber and WIC clynbility an Electronic Birth

“ertificate exlract of births, Vital Records extract of deaths and Medicaid information on health plan and clinbility. exbacted
from The MMIS flle.

2.) Processing Mode

This system has an Oricle database hack end, sitting on a SUN server. 1t has a chent surver component with a Delpbi ot end
muterfice. 1t also has a Web Interface in Java aml sorme hatch processes.

3.) Functionality Expectations

The MCIR application is available to the customer 24 hours a day, 7days o weck exeept for Thursday cvenings from
approximately 11:30 pm Lo 6:00 am on Friday. A cold back up of the system is done during this time frame. Aborl
resolulion will be handled as soon as passible of by the next business day hased on the criticality of the failed process.
DIT will make any necessary changes to enable the system to cortinue with current luncliens while adjusting (o the
Ageney holiday work schiedule and when specitically requesled or necded by the customer.

DIT will mainain the Syslem [unctions in place as of the cfeetive date of thisSLA. This service ensures the correct opuration of
the Systermn, DIT will notify the customer that a System change or System maintenanee: schedules are ready {or mplerentation
hased upon the custome s 1me fame,

4,) System Back Up

DIT is responsible [or providing a backup and recovery mwthod for this application hased on the following cuslomer
reguirernents: The database is copied o tapk: Monday through Saturday, with the tapes kept for a month, A weekly cold back up
fdatabase down) , s done on Thursday evenings betwoen 1130 pand 0:00 am.
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Application Service Level Detail

Syslem Name: Michigan Disease Surveillance System (MDSS)
Eficctive Dake; Jannary 1, 2004
Customer: Department of Comunwnity Tlealth/ Epidemiologisi, Surveillance System Sectien/Division of

Communicable Disease & Innnunization

Technology {hwner: Hospital and Medicaid Sopport Team — DIT/DCTT Systems Developmvent

1). System Descripiion

This application is a scewred web-based system for public health surveillance for ongeing sysiemic eollection. analysis,
iterpretution and dissemination of data reganling communicable discase incidents and outbreaks throughout Michigan.
Tneidents are reported to MIXCH Fom 83 counties, State of Michigm laboratories and major commercial lahoratories {Lab Corp,
Quest Dingnostics, ete).  To facilitate communications the system is available o Tocal ealth Departments LHTY), private
institutions and professional providers. The application has a relational database system that swres the clectronically transferred
individual casc lab reports and demographic information  which allows discase report omanaging, interactive Gieo-coding,
advance search capabilities by LHD are) Public [lealth Preparedness Distncts, and customize automated messaging.

2.) Processing Mode

vhis application is curmnlly in the development stage and will be moved into production on January 1, 2004, Scicnbfie
Technologies Corporation is developing the weh-based application by using Oracle back end, J2ZELE web base font eml, and geo-
coding mapping through Michigan Center for Geapraphic Information Lo develop this web-hased system

3.) Fuunetionality Expectations

The MTISS application will be available to the customer 24 hours a day, 7days a week. The software mamienance is

covered by a conlract with Seientific Technologics Corporation and the hardware maintenunce is the responsibilily of
™T.

4.} System Back Up

LI T is responsible for providing a backup and recovery mwthed lor thus application.

‘The databasc is backed up incrementally 1o tape mightly and those tapes are overwrilten weckly, Tull backups are done wockly
sturting on Saturday and kept for 3 months,
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Application Service Level Detail

System Name: Medicaid Management Tnformation Systems (VMIS)

Effective Date: 1001/03

Customcr: Department of Community Health/Medical Services Administration
Techoolegy Owner: Medicaid Systems Section — 1D'T/DCH Systernas Development

1.) System Description

The MMIS systern 15 a liderally certified system that pays medical clatms for Medicaid, Children's Spocial Health Care Services
{CSH(S), State Medical Program and Waiver clients.  The Centers for Medicare & Medicaid Services (CMBS) roquires a
certifed MBMTS o contain eight subsystems, which our applications are grouped into these subsystems:

TN @R

p—
-

—Fag

s

Clinms Processings Subsystemmn

Recipient Fligihility Subsysicm

Provider Enrolbment Subsysicm

Relerenee Tile Subsystem

Prior Authonzalion Subsystem

Third-Party [Liability Subsystem

Management and Admimsirative Reporting Subsystem
Swveillance and Utlization Beview Subsystem (SURS)

{"laims Processing Subsysiemn - This subsystem reviews all claims data clements (o cnsure,
= Scrvices provided by approved providers
*«  Tnvoices hill for covered scrvices only
s Services wire providid 1o a Medicaid-eligible recipicnl
»  Services were provided according o propram policy
»  Services can be pniced according 1o applicable schedules and limits.

{Tlaims will be received and processed from providers by either paper documments or clectromie submission. Apended claims
applicition handles the corrections the DCH stail will want 1o ake to a claim before its resubmission mite the payroll cycle.
A gross adjustment orscle database also submits payment reeords to the payroll cyele hased on DCLL staff entormy and

approving the data. Fach week a file is supplicd 1o the State’s Main accounting system for the providers that should receive
payment for therr claims, Paper Remittance Advices and $35 electronic BA's are prodoced each week for providers’

supporling dosumenlation (o the warnant they receive.

B.

Recipicrt Elgnbihity Subsysterm- The recipient subsystem conlains comprehensive profiles of each recipient for use 1n
invoiee processing, thicd party liability, admmisttive and special reporting. and wilization review, FIA determines
chynbility @ the county Tevel and enters eligibility data mto the Chent Tnlbrmation Systern C15). On a daily basis, the
WIMIS processes updates from the CIS and updates the MMIS Eligibility file, The Gl 1s then wsed i the oghtly Claims
processing subsystern. Lvery six mouths, o complete weeord for all recipients is passed fromCIS and wsed o rebuild the
recipient database, The CSHCS Oracle eligibility database also feeds data o the MMIS Tligibility file. The Reeipieni
Fligilnliy Subsystem also updates the chigbility Gls for the Bligibility Verificationcontraciors, Medicasd Plaste Card
vendor, Manaped Care Forollment broker & Managed Care Providers.

Provider Enrollment Subsystemn - The Provider Unrollment (PE) subsysiern is used 1o enroll and uniquely denufy
providers of medical services by storing and venidying the state license number. Medicare wenlification, specialties.
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Social Security nurmbers and federal cmployer numbers. Provider mfbrmation is used [or reporbing purposes amd alse 15
accessd by the claims processing, $TIRE, TPL. MAR wmd relirence tiles subsystems.

N. Reference File Subsystem - This subsystem is comprised of mne fles that provide other MMIS subsystems with he
infurmation required to properly to process claims according 10 state and fedenad guidelines. Batch systems, thvainframe
onling filcs and Oracle databases support these different [les for DCH saff to enter e appropriate pelicy and program
information.

E. Pror Authorization Subsystem - The PA subsysiem was designed to support the State's efforts to administer a program
of reviewing and authorizing medical scrvices prior to delivery of thuse services. Lhe PA program serves lo assure
approprialencss and quality of care. The program focuses on those services Whal are outside the stamdand of care; are
rarely needed, but vostly or over ulilized, for which there arc cconemie alternatives; or could cause harm Lo the client.
Serviews currenitly requiring prior autherization include: dental, durable medical cyuipment, vision, mudical supplies andd
equipmet, pharmacy, [V therapy and supplies, specialized beds, transportation, nutnitional supplements, heyning aids
and evaluations, U1C MOE days and augmentative communication devices.  The PA Oracle Jatabase feeds U
recipicnt ¢ligibility subsystem (he prior authorizations so the Claims Processmy subsystem can verily the clients’
chmibility for the services.

F. Third Party Liability - Third Party Liability (1PL) activities tocus on avoiding paying claims for which another insurr 15
liable and recovering Medicaid dollars paid 1o providers when another insurer is lable tor elaim paymenl, Michigan
elirts coneentrate on cost avoidance rather than cost recovery. Federal repulations specify that Medieaid is the sounse
of pavment only aller all other sources of payment have heen exhausied. TPL data for @ reeipient is fed to the recipient
cligibility files sothat claims processing can verily 1f a client has any other msurance coverage before paying any clams.
If coverugy s determined after claims have been paid, bilhings are either done to the insurance carmier or the claim
payment 15 recovered from the provider by a clinm adjustment.

G. Management and Adminisuative Reportmy Subsystem (MARS} - The MARS reportings obpective is to provide umely,
cancise, snd meaningful information reflecting key arcas of program activity,. MARS produces a vty of reports 1o
wssist MSA stafl in arcus soch as: program management. cost scltlements, managed cure programs. family planning,
federal and EPSDT reporting. The maintaining of MMIS data on the teradata warchouse so NDCLL stall can access using
Bi-Ouery software 1s alse done.

H. Surveilance and Uhlhizstion Review Subsystom (SURS) - The primzry purpbse of the SURS subsystem is Lo detect
Fraud andl abuse in the Medicaid program and to investigate and monitor speeific cases of abuse. MostSURS activitics
are now done on the PC SURS software,  Users request chums exiracts from the data warchouse, which arc then
transferred to the network for (he PO SURS sofiware, Reports are then generated rom this soflware.

2.} Processing Maode

Mosl components of the MMIS reside and run on the BULL mainframe system.  Thore are componcnts that have an Oracle
database backend, silting on a SUN server using @ Web Interface and with some batch processes that interface with the BULL
mambrame. The dat warchouse is on a Teradata warchouse that interfaces with the BULL mamframe @nd the National Ling
Code online datubase screens. ‘The Data Txchange CGaieway (DFG) is a Tandem S7600 that runs the Edikil translator for
HIPAA FDI formats with lwo provessors, with muluple mailhoxes for contractors and business pariners o submit and reeeve
ED imnssctions. The DEG has an extensive communications cnvironment thai supports maiy Dial-Up and Direct Connect
Clircait Protocols, WANs, TANs, VANs and ExiraNets like the ANX.  This communication cnvironment supports connectivity
whether 1015 from a Unix, Apple, mainivame or Windows-based personal compuler

3.) Functionality Expectations

Ihe Data Exchange Gateway that providers and billing services use to submit claims to the MMIS 15 wvailahle o the
customer 24 hours a day, 7duys a week excepl Jor planned maintenance amd upgrades that may reduce availabiliy fora
couple hours. The MMIS onlime [les are available duning normal business hours 7 am to 7 p. The MMIS will 40
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maintain a weekly payroll process that meets the needs of the customer and MAIN accounting system. Daily, weekly &
~wmthly files that are sent to MSA contractors and manage care providers must be done on ihe prearranged schedule.
PAA Teguirements will be followed for EDI transactions. Abort resolulion will be handled as soon as possible or by
the next husiness day based on the eriticality of the failed process. DIT will make any necessary changes to enable the
system (e conlinue with carrent functions while adjusting to the Agency holiday work schedule and when speaifically
requested or needed by the customer.

DIT will maintain the System [imctivns in place as of the clfective date of thisSLA. This scrvice vnsures the correct operation of
the System. DIT will notify the customer that a System change or System maimnienanee schedules are ready for implementation
bused upon the customer's tme fame.

4.) System Back Up
DI is sesponsible fur providing a backup and recovery method. Data Center Operations (NCO) maiains weekly backup of
[ites amel daily transaction files so that disasier recovery plans can be fllowed it needed for the BULL muinitame. The Oracle

databases hve a commplete hackup done on a weekly busis along with daily backup of vhanged records. There 15 also a Tisaster
Raucovery (TIR) machine that is backup for the T3RG.

41



121404

Application Scrvice Level Detail

System Name: New Born Screening

Fffective Tate: October 1, 2003

Customer: New Born Scrcening Lab, Early Hearing Deteetion and 1ntervention, Medical Management
Centers

Technology Owner;  Hospital and Medicaid Support Team - THT/DCH Systems Development

L. System Description

This 15 4 syslem Lt keeps track of sereening Jab tests and demographic mliymation for newborns.  Data is scanned [rom «
harende on a card or mamually entered by the New Bom Sercening Laboratory (MBS Lab). When o cuse 15 created due o
abnonmal results, it is passed on w3 Medica! Management Center M) Lo do the fllow-up teatment. The MMC's also have
aveess 1o npdale a case Iy indicating when treatmen! staried, the Nimal disposition of the case and the diagmests wst results

The system will provide the necessary lmclionality 1o perfomn fllow-up processing 1o ensurc proper wsls are mde on children
with sbmonmd resalis. Tialso provides fallow-up leliers to providers and patients along with faxing and e-mailing results through

OroupWise.

The NS Lab will also store New Born Hearing test results that can be acoessed by the Early Hearing Detection and Intervention
wlion (EHELA).

2. Processing Mode

The system zuns on an SQT. 2000 database, sitting on a Windows 2000 server, Tt has a client server component wilh a Visual
Rasic font end. It also has multiple Lab cquipment connccied 1o a PO that refrieves information 1o send (o the SOL 2000
datubase. Also faxing from the server is being developed.

3. Functivnality Expeclations

The Mew Bom Screening appheation 1s avatluble o the custorner 24 hours a day, 7 days a wock, Sollwan: mantenance is
covered by a contracl with Perkin Thmer |Lite Sciences Inc. and hardware mainienanee 15 the responsibility of DI

4. System Backap

DI s mesponsible for providing a backup and recovery method [or this appheation bascd on the following customer
requirenients:

The server located ol BOW s backed up nightly for incremental backups, A [ull backup s dune oo weekends stating on
Sanuday.

42



12114404

Application Servige Level Detail

Systein Name: Cimline Pharmacy System (S Meds — Cerner)
Efteciive Date: 1040172003

Customer; Department of Community Health! State Mental Health Iospitals:
MY Hawthorn Center
MI Kalamazon Psychiatric Tlospital
DI ML Pleasant Center
Ml Caro Center
MI Walter Renther Pyychiatrie Tlospital

Technology Owners  Tlespital and Medicaid Support Team — DIT/DCH Systems Development
1}. System Pescription

‘This is an online sysiem that keeps rack of drug dispersing and billing items for the Pharmacy departmenis i our State Mental
Health Hospitals. Italso tracks drug interactions for the Pharmacist.

The system extracts a billing [le that is exported to lcmized Billing system (Unisys Mainfrare in Tansing, Michigan). which in
wrms bills Medicaid. Medicare, Bloe Shicld and other insurances.

2.) Processing Maode

'This online system is purchased software called MS Meds from Cemer. This systern has an 1BM UnVerse database on an N1
ax using [ynamic Conneet fur the terminal emulator, There 15 no Web component.

3.) Funetionality Expectalions

The M5 Meds Pharmacy Online systemn is available w the hospital’s pharmacy depariments 24 hours Tdays a werk.
Sofiware maintenance 15 covered by a contract with Cerner and hardware maintenance 1s the responsibility of DLL

4.} System Back Up

T iz responsible for providing a hackup and recovery method for this application bazcd on the following customer
requireInenls:

The Phammacy fles ure copied to tape Monday through Friday, with the tapes kept for a week. The backup system is ACR
Serve 200N sottware,
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Application Serviee Level Detail

System Namwe: Women Infants and Children {WIC) M-TRACK
EHfHective Date: 10/01/03
Customer: Departinent of Commuaity Healllh/WIC Division

Technology Chmer: Public Health Feam — IMT/DCH Systems Development

L) Syslems Description

WIC 15 a hoalth and nutrition program that is designed 1o benelit pregnancy outcomes and child growth and development forhow
income tamilies. Fach month mere thim 200,000 moms, babies, and clildren under the age of 3 receive nunous s from the
Michigan WIC program. One out of every two babies born in Michigan receive WIC benefils, ‘1he program is federally funded.

Migjor functions of the system include, Dala eniry, Contification and re-certification, Benefits Issuance. both by puper und in an
upcoming pilot in Jackson Counly 10 issue elecironic benefits through a magstripe card. ‘Lhe systom also does Participant
sppuintment reeording. Obligation and de-obligatian of fiunds for paymenl, Vendor accounting and menitonng,  Tnformation
from the WIC system is exiracted and sent to the Slate of Michigan data warehouse on a weckly, monthly. and yearly basis,

2.) Provessing Mode

M-TRACK resides and runs an the BULL mainframe system with an 1DS 11 database. The dala warehonse is on a Terdita
warchouse that interfaces with the BULL mainframe. The system rums in bolb 2 baich and online cmvaromment throughClink
nd TS

3} Functionality Expectations

The system is available to the W1 clinics Monday, Tuesday, and Thursday from 7:30 am to 7:00 pm ET. Wednesday
from 7:30 am to %30 pm ET; Frday from 7:30 am to 3:30 pm EL, The M-TRACX on lines will alse be available on
the Tollewing listed Saturdays from 8:30 am 1o 3:30 pm ET. October 4, and 18, 2003, Noventber |, and 15, 2005.

December 6 and 20, 2003, January 3 and 24, 2004, February 7 and 21, 2004, March 6 and 20, 2004, Apnldand 17/,

2004, May 1and 15,2004, June 5 and 19, 2004, July 10 and 24, 2004, August 7 and 21, 2004, September 11 and 25,
200,

Abort resolution will e handled as soon as possible or by the next business day based on the eoticality of the faled
process. DIT will make any neccssary changes to enable the sysiem to contmue with current functions while adjusting
10 the Ageney holiday work schedule and when speeifically requested or needed by the customer.

DIT will maintain the System functions in place as of the etfective date of thisST.A. This service ensures the comeet operation of
e Sysiem. DI will notily the customer that a System change or System maintenance schedules are ready for implementation
hased upon the cusiomer's tune ame,

4.} System Back Up

AT s responsible for providing 2 backup and recovery method, DOC maintaing weekly backup of files sothat disaster revovery
plans can be tollowed if needed For the BUT L mainframe.
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State of Michigan, Department of Information Technology (DIT)
Service Level Definitions
7/3/03 Draft

1. Client Service Center

Service Definition

The Client Service Center (CSC) is designed to be a client's initial point of contact for information
technology questions, requests and problem resolution. Clients may contact the Client Service Center by
phone, fax or email at the following:

Phone at 241-8700 and 1-800-868-2644

Ermail at DITService@michigan.gov
FAX al 241-3438

Service Levels

The Center accepts calls M-F 7:30 am — 5 pm. After hours urgent calls are transferred to the DIT Enterprise Help Desk. Service
Center representatives are skilled in handling calis concerning

Broken orinoperable deskiop equipment

Dreskiop software problems or questions

Telephone or network problems or questions

Requests for services provided by DIT, including procurement, installs, moves, adds or changes o deskiops
Agency application problems of quastions

The priorty assigned lo any given prabler will be on a three-lier scale - Urgent, High, and Medium and Low

+» URGENT Izsuef problem has polenlial lo cause loss of life £ risk of Injury
+ HIGH Directly Affects the Public or a large number of users are down
«  MEDIUKM Al other probloms or service requests with a deadline

s LOW All other problems or service request without a deadline

Performance Indicators

The Clicnt Senvice Center will acknowledge, resoive or refer all requests recoived by phone, e-mail or fax within 15 minutes of
initial contact., A resolved request would be one that the Client Service Center represantative was able to handk tar the Client’s
satisfachion. A referra! would be 2 roguest that the Client Service Center representalive handed off to the 2™ level support for
resolution. The Client Service Cenler will be able to provide acknowledgement of a requeﬁt by responding o the Client via e-mzil
when a remedy ticket was initiated and placed in work-in-progress status of refemed to 2™ evel support.

when 2™ leval suppor is reguired, acknowledgement to the chent of the ficket will ocour within
15 minutes for Wrgent priotity tickets
20 minutes lor High priority tickets
60 minutes for Medium pnonty tickets
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T Desktop Services

Service Definition
Deskiop services encompasses all aspects of maintaining and supporting the desktop PC, including

« Deskiop ! laptop hardware and software problems
«  PFrinters and ather peripherals problems ffor example, printers, DOMS, scanners, PDAs, extemal disk drives)

DIT purchases a standard set of deskiopsilaptops as defined in the State of Michigan's EUCN contract.  These systems come
with a manufacturers on-site warranty for three years, Older equipment such as AST's or MAC's that are cut of warranty is also
supported by Desktop Services. All equipment failures are to be reported to the Client Senvice Center where they are tracked,
diagnosed, and forwarded to Field Services staff for repair and { or replacemnert.

Service Levels

The DIT Desklop Services group provides support an all State of Michigan desktop and penphoral eguipment. Support teams
are strategically kacated throughout the Stale prowviding 5 x 8 coverage, accommodations for after haurs support can be made on
a case-by-case basis.

Performance Indicators

Repairfreplacement of standard {currentty Dell GX series} desktep f laptop / printer f peripheral hardware will be completed withm
1 business day, if parts are required then 2 business days.

Standard, softwarc {Rich waoukd like some indication of what consbitutes “standard” lo be written here) problemns will be resohied
within & business hours.

NIT staff will make every effort to repair non-standard equipment in a timely manner.

3.  Office Installation, Move, Add and Change IMAC)

Service Definition

As a normat process of the workplace, organizations respond to business fluctuations by changing staff levels and relacating
offices.

Desktop Moves

DIT provides services to assisl in office relocations by moving desklops, LAN drops and, in selected locations,  telephones.
while DIT will assist in defermining the electrical requirements for any proposed configuration, the dlienl is responsible for
fadilitating all clectncal requirements.

Sorica Levels

DIT will coordinate IMACS by assessing the size and complexily of the request before determining how the reguest will be
processed. Generally, small IMACS can be completed in 2 - 4 business days. Larger IMACS that require coordination with ather
agencies, new equipment to be purchased andfor involve large numbers of deviees will need to be incorporated in to a project
that includes a agreed upon project plan, for DIT oversight and timedy resolution. IMAC requests will be referred to the agency(s)

involved for authorization before iniiation. Authorzalion wil be obtained from the agency(s) through the appropriate DIT
Dedicated Client Specialist.

Performance Indicaters
It is the agencies responsibility to coordinate and provide electrical requirements. Insialiation and moves of
desktop sequipment;

« 2 business days for 1 — & unils, once the equipment is received

» 4 business days for § — 10 units, once the cquipment is received

» Client and DIT will develop a project plan for moves more than 10 units, The Strategic Project Offices { SPO)} will be
responsible for providing oversight for major projects.
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.  Voice Services
Service Definition

DIT provides telephone servics o approximately 20,000 employecs in Lhe Lansing, Detroit, Grand Rapids and Saginaw office
complexes. For clients in outlying areas and for scrvices clher than standard telephone or voice mal services, DIT has
negotiated a statewide coniract with several Local Exchange and Long Distance Gariers tor phone services. The service
contracts provided by these carriers are managed by the DIT Telecon group. These conlracts are available for agency use.

Service Levels
DIT Telecom managed voice telephone service i provided 7 x 24 x 365 without internuption. Senvice outages are a 1o priofity.

«  Instaliation and moves of office telephane equipment — State of Michigan provided service
5 business days for 1 — 5 units
10 business days for 6 — 10 uniis

Client and DIT will develop a project plan for more than 10 units.  The SPO will be respensible lor providing
oversight for major projects.

Local Exchange and Long Distance Carrier services are provided according to the service levels walhin sach contract.

+ Installaion and moves of standard office telephone eguipment — Yendor provided scrvice - according to contract
provisions

Performance Indicators

DT Provided Service

»  Voice senvice is avalable 89.95%
»  Major interruptions (such 5 dial lone disruptions) will be repaired within 4 business hours.
»  Minor problemns {such as noisy cord or headset) will be repained within 1 business day.

Vendor Provided Service
DIT will pravide Vendor Management of SBC and work o ensure the terms of the confract are met.

5 Procurement & Administrative Services

Servico Definition

DHT Contracts and Procurement Scivices performs all 1T computer commadity & setvice procurement for the State of Michigan,
negabiates all IT related contractual services, and ensures that the services provided mest contract spenfications. Many of the
pracurement activities are a component of other DIT Senvices.

Service Levels

DIT manages the enlire spectrum of [T procurement, from standard desktop aeguisiion through complex ITB {invitation to bicd}
solutions.

Performance Indicators

Commadity desktop acquisitions
=« Standard. {on hand inventory} completed in 2 business days
«  Standurd, purchased required, 2 — 6 weeks {end-to-end, includes procurciment, vendor, Depot and Field Services time)
+  Mon-Standard Acquisitions will be negoliafed with appropriate vendors and completed in a timely manner.

ITB Process
+ Large projects (> $1 M, high risk) 12-18 months 47



1211404

s Medium projects ($250K — $1 M, medium ask) 6-12 months

s  Small projects {$50K - $250, low risk} 4- 6 months
Invoicing

=  OnTime

+ Discrepancy Resolution wilhin 30 days
6. Application Services

Service Definition

Agency Services is the liaison between the Bepartment of Information Technology (DIT) and the individual Executive Branch
agencies. This tcam i responsible for the development, modifications, and enhancements of agency IT applications, The
development of new applicaicns and major modifications to existing application will be coordinated with the agency by the
Agency Services tcam. The Agency Services Team will engage the Strategic Project Office for assistance in managing major
projects that have been approved by an Agency for implementation.

Agency Service’s Enterprise Application Services is responsible for enterprise applicalions, including HEMN, MAIN, and the statc
web portal as well as middiewars support and services for DIT. The developrment of new enterprise andior multiple agenoy
applications and major modifications to existing enterprise applications will be coordinated with the Enterprise Application
Services team. The Erterprise Application Services team will engage the Strategic Project Office for assistance in managing
major projects that have been approved by Agencies for implementation.

Service Levels

The Strategic Project Office {SPO) will be responsible for providing oversight for projects that are assigned to OIT. The SPOwil
provide poriodic status reports as requested by the Agency Services Team of when the project fails to mect the required
milestones or task imeframes.

Performance Indicatars
The project will report on ime, on Budget and within scope metrics bascd on (he project plan.

7.  Data & Application System Availability

Service Definition

DIT Agency Services provides the development und maintenance of application systems on vanous technologies and platforms.
Cumently, agency application support is performed by the same staft that was perforrming that funclion pricr to the formelion of
DIT. This support staff now reports to the DIT agency |O. The Cliert Service Center will accept calls for application issues and
lhen forward those calis to the appropriate agency support stall for resolution.

Agency application support and development will be the responsibility of the Agency 10 and the support
staff. System software and hardware support for mainframe and servers will be referred to Infrastructure
Services for resolution. Data Center Operations is responsible for the support of the mainframes and
servers installed at the Secondary Complex Data Center while Distributed Services is responsible for the
support of servers housed in data centers outside of the Secondary Complex Data Center.

Agency Service’s Enterpiise Application Service is responsible for enterprise applications, including HRMN, MAIN, and Ihe state
weh portal as well as middlowsare support and services for DT,

Service Levels

Aginlenance and support requirernents for a specific application will depend on the associated Agency'’s need for availability and
aucess to that application’s funclionality and data. Resolution times for reported problems and application up-time will also he
delermined by the Agency's cuslomer’s required access and the assigned prionity level for the availability of the application's
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functions and data. Application availability will alse be dependent on the availability of the application hast, supporling nebwork,
Jeskiop as well as olher application doperdencies such as a database.

Applicalion enhancemnents and new applications requests will be assigned 1o the Agency Information Officer or Entorprise
Application Services for resolution.

Performance indicaters

The Agency's customer wil determine when the application must be avaiable. The avaizabiity of an application may be required
only during nonmal working hours of Monday thn Friday from 8am to S pmor f the application provides critical information ta it's
users then it may need to available 7x24x365. DITwill engineer new applications to provide 98% avallabily during the time
spedified for the Agency.

8. Center for Geographic Information

Service Definition

The Wichigan Center for Geographic \nformation (CGI) provides leadership, lechnical experise and policy for the developrnent,
use, dissermnination, prerotion and shanng of geographic informaticn in the state of Michigan. The Canter's mission will #nable
state gavemment to mare effectively and efficiently serve the citizens, businesses and other governments of the state in areas of
public protection, homeland security, economis development, environmenlal protection and ransportation.

Service Levels
The Center for Geographic Information will respond to requests for services that GG provides.

Performance Indicators
The praject will report on time, on budget and within scope metrics based on the project plan.

9. Web Site Portal {Michigan.gov)

Service Definition

The State's Intcmet services are coordinated through a single portal, www. michigan.gov providing a single external face lo the
weh. Goals of Michigan.gov indude

s Consistent web userinterdace (look and feel, usability) across individual agency applications and scrvices
» Consistent securty and privacy policies

DIT provides hosting services for production and test enviranments, support, and formal training in the michigan.goy tools,
Vignetta, Surfaid, and Inkiarmi.

Service Lavils

The Michigan.gov portal is available 7 x 24 x 365 The e-Michigan Wety Development group will respond 10 requests for
SENVICES.

Performance Indicators
NT will maintain 28% portal availabiity.
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Client Service Level Reporting
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DIT Service.

Measurement Deseription

Client Service Center
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B Goal

»  First Calf Resofufion
= Ninnber of Cases

»  Cascs calegonized by fvpe, repan, service regiest
and queshior.

Desktop Services

Add and Change (IMAC)

Voice Services

Procurement & Administrative
Services

Application Services

Office Installation, Mowve,

Relurn fo Service. When a client's request (repair,

replace) was completed. This  includes  deskiop

hardware, peripheral equipmenl and software.
nRepairfReplace [Call Resolution)

Deskdop IMAC, from request to time dicnt is able to

access data.

" Service Availabiity (Uptime). The porcentage of ime |

the sorvice was available o the client. Scheduled
maintcnances 15 not included i this moasurement.

Rotum lo Service. When a client's request (repair,
replace) was completed.

Voice IMAC, request through time diert is able to
makefrecens Calls.

Requests for [T hardware, software or services.
»  SBlandard Commodity Acquisiions on Hand

Aovailability

Web Site Portal
{wnanar. michigan . gov)

Data & Application System

First call resolution 70% ot the
fime.
Problemn resolution within 1

needed then 2 business
days.

business day, i parts |

Business Days,

= 5 — 10 units Deskiop - 4
Business Days,

= =10 units will be treated as

a project.

SEMVIGES,

Froblemn  resolution  for DHI
provided voice services, within 1
buginess day, £ perls needed
then 2 business days,

For DIT provided voice servicos:
« 1 - Hunits - S business
days
« 6 — 10 unils -
business duys
+ =10 units will be treated
as a project.

10

2 Business Days

G0 00% for DIT provided voice

« 1 _ 5 units Deskiop - 2 |

Inventory
» Standard Commeodity Accuisitions 2 - Gwesks
lrwoicing:
* lnvoicing Slale Agencies for DIT Services (2 | OnTime
wecks after calendar month end)
* Resolution of Invpicing Discrepantcies 30 Days
Time to project agreement and scope definition Project | 2-4 weeks
complstion. On  TimetCn BudgetWyiliun
Transacfional Systems Scnice Avaiabity. The % of | 99% Avallability
lime services were available lo the dlient. Scheduled
| maintenancc is_._ nob inchuded in this measurcmenl, | _ :
=  Sendce Avallabilty (Upfirng). The percentage of | S8% Availabiity |
ime ithe website was avallable to the dienl. i
Scheduled mainienance is not included i this |
measuremcnt. :
= Mumber of Hils. This is the number of times a dignt ‘
website was accessed.
»  Confcrl Volume. This is the size If the website that
is wsed for billing purposes. _ __ _ I
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being directty impacted in a
neqative way

Af lhe direction of the Oata Center
Operations, Telecomm, or Security and
Digaster  Recowvery  Management
Oirectors.

MEDIUM

Al problems not meeting
the Urgent or High criteria
wil be assigned Medium
oriority  status; this default
will be considered the third
prionty ard roflect a
situation where thore is no
nsk of personal injury, and
the public s nol being
diractly effected.

Network culages o pefarmance
degradalion effecing users that are not
involved directly with the public

Intemial e-mail issues

General how-to questions

Problemns/lesues with non-public
service batch jobs

Degradation in response  brme
effecting non-public applications

Password resels Tor users not
directy mvolved with the public

“roblem Pricrity Calegories

Category | Criteria Example B

URGENT = Risk of Personal Injury or Loss of Life = Anency network down

BPrhleme ; = Crtical Infrastruclure Components | = Production mainframe down

W .

Pmb!gmrsed in lir|1. h hE; feq: Mainframe chiller unit, LMAM | = Securily system down effecting a large
m_«ns_l e e Nignes Baclkbane] number of users

prionty and are | =« At the direction of the Data Cenler | * LEIN Interface or systemn down

considered 1o be a {perations, Telecomm, or Securty and

pnssible life- Diisaster Recovery Managerment

threatening situation Directors.
' HIGH » Any outage o peformance | = Branch office down

Problems will be degradation that directly affects the | =  Intemet down or severely degraded
considered  the  second puldic » Onc or more Customer location{s) down
pricity and refleet a j " Major  operational hardware and 'Out Of Pubdic Business'

sitliation where the public is soflware or non-peripheral equipment. » Qutages o perdormance  degradation

effocting availability of public services
Key Treasury funds transfer down
Severe degradalion in responsc
effiecting public services

tirme:

All Othor Requests
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State of Michigan — Department of Information Technotogy (DIT}
6-Up Internal DIT Service Metrics — June 2003

CSC -First Call Resolution % of Abandoned Calls
May-03 B2
u —renn o] Tickels
e Agry §
% . =
= Mar-03 [ @ % of Abandoned Calls
e — & Target
* Feb-03
... % of 15t Call
o = m om Resohslion Jan-03
= ) = = T
5 ¢ 2 F 2 D 2 4 & §
CSC - Average Call Length CSC -Time to Answer
ai}
35
" ad
b4 —pAvg Length of s 25 :
3 Cals (i g fg
i Minutes) o 16 ' —g Awg Tume to
Answer [N
—a— Tangot ; . Scconds)
[ -n = I = ] ] o] o3 ) —a— Target Time b
$ $ g -'i' 4-:': D:.': E E Dé_ ?—. Answer (5
g8 8 3 8 4§ 2 &8 = £ 2 Sceonds)
Desktop - Resolved Cases Voice Services Availibility
100
99.5 W
99.5
95 4 - Ny
¥ of Deskiop Repair a5 2 N,
Calls 99 ~
58.5
M of Calls Resolved gg-ﬁ
within 2 Business 98-2‘
Days 93

Jan-03 Feb-42 Mar-03 Apr02 May-03

—— Y oice Services AvaiiDiity (%6 Uplimre) e Goal - %

Mote — This is a SAMPLE Feport, Metncs reflected are not actual Service Stalistics.
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State of Michigan — Department of Information Technology (DIT)
Metrics — June 2003

Application Services
Goal — On Time/On Budget/Within Scope

Projects:
1. Project XYZ

Status — Briefly explain project status as it relates to schedule, budget and scope.

Center for Geographic information
Goal — On Time/On Budget/Within Scope

Projects:
2. Project Map Michigan

Shatus - Briefly sxplain project stalus as it relates to schedule, budget and scope.
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# of Tickets

69 .8
99.6
55 4
59 2

L1
968
8.6
98.4
8.2
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State of Michigan — Department of Information Technology (DIT)
6-Up External DIT Service Metrics — June 2003

CSC -First Call Resolution

880 _ . . BS

A
840

€20 :
RO
780 [

5

ALY

£

Jar-03
Fab-03
har-03
Apr-03
M ay-03

— & largot

e of 15t Call
Resoluton

Desktop - Resolved Cases

£
x‘é\ﬁ

= ) o} )
éP \,'@SS} YSSP @@"9

a# of Desklop Repair
Calls

m# of Calls Resolved
within 2 Business
Days

Voice Services Availibility

Jan-03 Feh-03 Mar-03 Apr-03 May-03

— VGICE Services Availibility (% Uplime) mw=—Goal - %

Case Count by Case Type

L1
500 [ O Total Cases
4 CAc

400 | ] H!;Ag !

300 | pairs

200 agService

100 Requests
0 0O Chues hions

Service Request On-Time Completion

= v oof Service
Requests
Completed
On-Time

—p—Target

Jan-g31  Feb-03 Mar-03  Apr-03 May-032

Data & Application System Availability

1005
100
Gus |
99 §-
D5 |
a8 I
7.5
a4y

BSystem Awailability
1 Goal - %

Jan-0d Feb-0E3 Mar-03 Apr-03 May-03

Mete — This is a SAMPLE Report, Metrics reflected are not achual Service Stalistics.



